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Five-site managed network map

WatchGuard firewalls secure every location, Ubiquiti switches and access points provide the LAN and Wi-Fi, dark fibre links the
data centre to head office, and Swoop 1 Gbit / 1 Gbit fibre delivers internet at the data centre where the servers and storage live.
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Standard site stack

® WatchGuard firewall at every site
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o WatchGuard firewall
e Ubiquiti switches
e Wi-Fi access points

® Ubiquiti switches + Wi-Fi access points

® Servers and storage at the data centre

1 Gbit / 1 Gbit at data centre
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® 24/7 monitoring on every site and link
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What this design delivers - notes for your board unicornitgroup.com

Design notes

Security at every site Connectivity and resilience LAN, Wi-Fi and core services

e WatchGuard firewall per location with IPS, gateway antivirus e Dark fibre between the data centre and head office for low e Ubiquiti switching sized with PoE for phones, cameras and
and APT blocking latency access points

e Branch VPN between sites and mobile VPN for remote staff e Swoop 1 Gbit/ 1 Gbit symmetrical fibre internet at the data e Wi-Fi designed from heat maps and validated on site

e Corporate, guest and |oT traffic separated onto their own centre e Servers, storage and backup consolidated at the data centre
VLANs e Managed WAN links to each branch with failover paths N . —

e 24/7 monitoring on every switch, access point, firewall and

e Firmware patching, quarterly rule reviews and configuration e Carrier faults escalated and chased by us, not by your team link
backups

PRICING

Network design, hardware and managed network services are priced on application. Every quote is built from your site
count, link requirements and support expectations, then delivered as a fixed monthly managed network fee plus clearly

priced project work. Talk to us about your network
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